Hera Product White Paper
Product Background

What is a log? A log is a time-ordered collection of some operations performed on specified
objects by the system and the outcomes of those operations. Each log file consists of log
records, each of which describes a separate system event. Logs contain necessary and
valuable information about activities related to IT resources such as servers, workstations,
firewalls, and application software. Logs are categorized into application logs, security logs,
system logs, Scheduler service logs, FTP logs, DNS server logs, etc.
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The Role of Logs in Operations and Maintenance
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Logs, which contain rich data information, provide detailed data for problem localization and
fault prediction, playing an important role in operations and maintenance. Log operation and
maintenance is a crucial aspect of O&M, enabling operators to understand detailed information
about servers, hardware and software, and user behaviour. This allows for the quick discovery
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of faults and timely alerting or preemptive warning of yet-to-occur faults, thus improving the
efficiency of operations.

Challenges Faced by Enterprises in Log Application
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Enterprises currently face several challenges in log application, including how to efficiently
manage and analyze large volumes of log data, ensure the security and privacy of log data, and
leverage the full potential of log data to support decision-making and business optimization.

Hera's Solutions

Log Monitoring: Hera provides log anomaly detection capabilities based on thresholds and
intelligent algorithms, along with exceptional analysis capabilities to ensure business continuity.
No Need for Format Parsing: Hera can directly interface with raw log content, completing data
analysis to detect faults. This reduces dependency on experts and allows for quick delivery of
business value.

Strong Discovery and Troubleshooting Capabilities: Hera has high accuracy in fault discovery
and provides clear presentations during faults, offering directions for troubleshooting and
speeding up the localization process.

Complementary to Existing Monitoring: Hera is compatible with existing monitoring rules and
often discovers faults not covered by existing rules, bringing significant business value.

Product Features

Hera uses advanced data processing and analysis technologies to efficiently handle large
volumes of log data. Its capabilities include powerful fault discovery functions, visual
presentations of data and analysis results, flexible log source management functions, and highly
customizable data analysis tasks to meet diverse user requirements.



Product Value

Hera provides value in basic operations and maintenance by improving the efficiency of fault
localization and enabling timely discovery and handling of abnormalities. In business analysis, it
aids in quickly analyzing system performance issues and understanding key business
information. Hera's anomaly detection and data analysis capabilities ensure business continuity
and support operations and maintenance activities.

Core Functions

Fault Center: A core module providing a list of faults and key information to help users
understand the fault situation in the system.

Fault Details Display: Offers detailed descriptions of faults and possible solutions.

Data Quality Issue Monitoring: Focuses on log data quality issues to help users discover
potential data anomalies.

Log Source Management: Provides convenient functions for log data integration and
management.

Data Analysis: Assists in pattern recognition and anomaly detection based on log data, offering
key analysis results.
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Hera is suited for various types of logs, with certain types being more effectively managed and
analyzed than others. It is particularly effective with business logs from sectors like banking and
brokerage, and also performs well with database, middleware, and operating system logs.



Fault Details Display

The Fault Details module provides detailed information about faults, helping users to deeply
understand the background and impact of the fault. The main functions include:

Fault Level Assessment: Conducts a level assessment based on the severity of the fault,
helping users to prioritize key faults.

Exception Start Time Record: Records the start time of the fault, helping users to determine the
period when the fault occurred.

Problem Description and Solution: Provides a detailed description of the fault and possible
solutions, helping users to quickly resolve the issue.

Business Line and Log Source Information: Identifies the business line and log source to which
the fault belongs, helping users locate the source of the fault.
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Data Quality Issue Monitoring

The Data Quality Issue Monitoring module mainly focuses on the quality issues of log data,
helping users discover potential data anomalies.

The main functions include:

Data Loss Detection: Detects missing situations in log data, helping users promptly identify
issues with data loss.



Data Duplication Detection: Identifies duplicate log data to avoid interference with analysis
results.

Data Latency Analysis: Analyzes the latency of log data, assisting users in assessing the
system's real-time performance.
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Log Source Management

The Log Source Management module is responsible for the integration of log data, offering
convenient management features. Main functionalities include:

Creating New Kafka Log Sources: Supports users in creating Kafka log sources for easy data
access and management.
Creating New Offline Log Sources: Supports users in creating offline log sources for handling
offline data analysis tasks.



Log Source Management: Provides management capabilities for log sources, including editing,
deleting, and viewing log source information.
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Data Analysis

The Data Analysis module assists users in pattern recognition and anomaly detection based on
log data, delivering key analysis outcomes. Main functionalities include:

Data Analysis Task Creation: Supports users in creating data analysis tasks, defining analysis
rules and objectives.

Fault Quantity Statistics: Counts the number of faults discovered by each task, helping users
assess the effectiveness of the analysis.

Log Pattern Recognition: Identifies patterns within logs, aiding users in understanding the
structure and characteristics of log data.

Analysis Data Quantity Record: Records the amount of data analyzed by each task, helping
users comprehend the scope of the analysis.

Analysis Accuracy Assessment: Evaluates the accuracy of data analysis, helping users
determine the reliability of the analysis results.
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Our log analysis product aims to address common issues within the current industry and provide
efficient, stable, and user-friendly solutions. By facilitating fault discovery and aiding in
troubleshooting and localization, it helps enterprises enhance system stability and performance.
We believe that with our product, users can identify and resolve faults more quickly and
accurately, thereby improving business efficiency and customer satisfaction.

Product Applicability Range

Logs not suitable:

Logs where every entry contains identical fields, nginx/apache logs, binary logs, logs with
JSON/dictionary content with unordered fields.

Logs that may affect the effectiveness:

Logs containing binary content, logs with more than 400 characters per line, logs with
JSON/dictionary content.

Logs with good effectiveness:

Business logs (such as those from mobile banking, online banking, collection systems,
brokerages' counters, core trading, mobile apps, various platforms, customer centers,
comprehensive wealth management, phone trading, financial malls, etc.), especially logs with a
variety of error messages.

Logs with relatively good effectiveness:

Database, middleware, operating system logs.





